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Locking down your deployed systems using the Developer based engine supplied with the Network
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Introduction

Since the release of 7.2.1 back at the beginning of 2006, Revelation have provided their developers with the
option to deploy Openlnsight application as locked down runtime licenses or with development capabilities
using the Developer Class license. From version 9.0, all multi-user deployed systems will be supplied using a
‘Network User License’ which is the new name for the old ‘Developer Class License’. The 'Single User Runtime’

remains unaffected.

Whereas the traditional Runtime license did not allow users (either by license or by configuration) to make use
of some of the development tools, such as the Form Designer, Compiler or the Dictionary Builder, the
Network User License has no such limitations. These tools and others are available to users of an application
that is deployed under 9.x using tools out of the box and without attention to locking down certain

components.

That said, some limitations do still apply to the Network User License though, most notably the ability to

deploy applications using the Runtime Deployment Kit or any other deployment means.

There will be many instances where a system developer will not want to expose all or some of those tools to
their users or make them available through any means. Fortunately, Openlnsight contains the capabilities to
enable the developer to restrict access to those tools as required and this document will describe how to limit

access to the Openlnsight Development tools.

A Warning!!

A Y Do Not Do This in the SYSPROG Account (Application).

It is most important that the changes that are discussed in this document are NEVER applied to the SYSPROG
account in Openlnsight. As with all Pick-based systems, the SYSPROG account or application is a special
‘System Programmer Account’ which is equivalent to a Windows ‘Administrator’ user, or a Linux or UNIX 'root’

user.

Making any changes to the SYSPROG account, whether correctly applied or otherwise, may cause Openlnsight
to stop working correctly. For instance, by making a few wrong settings, you could make changes that result
in the entire suite of development tools being disabled for every user in every application. By leaving the
SYSPROG account alone, you will always have a master account to fall back to, should you lock down your

application too tightly.

Note: Within Openlnsight, we refer to a collection of logically related entities and data files as an
‘Application’. Most of the MultiValue world refers to this collection as an ‘Account’. For purposes of this

document, the two terms shall be used interchangeably.
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How does Openlnsight handle the locking down of entities and system components?
Central to Openlnsight is a central repository that consists of tables, indexes and entity relationships. The
repository maintains information about all of the entities (items/components) created within an Openlnsight
application. This includes the application’s forms, the form executables, pop-ups, stored procedures, stored

procedure executables, dictionary items if that option if set for the application and more.

The repository maintains relationships between those entities for both a ‘uses’ relationship (as in the BOOKS
form ‘uses’ the BOOKS pop-up) and a ‘used-by’ relationship (as in the CUSTOMERS dictionary item
CUSTOMER_NAME is ‘used-by’ the CUSTOMER monthly report).

In addition to maintaining the entity relationships, the repository also regulates access to entities in an
application. It is therefore possible to use the repository settings to limit user access to specific entities within

an application, including the development tools.

Over the next few pages, we will firstly take a look at a way to limit access based on user access levels and

then we will explore solutions using the Repository itself.
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User Access Level
Application Users are created within the Database User Management utility, which can be found under the
Database Manager’s, ‘Database->User Management..." menu option. During this process users are assigned a
privilege setting, being ‘User’, ‘"Administrator’ or 'System Administrator’, as seen in Figure 1. In the example, I

have set myself up with System Administrator access level.

Users that are configured with ‘User’ level access do not have access to the Application Manager. The
Application Manager is the default developer’'s access point to an Openlnsight Application and it is this
interface that provides the developer with access to the entire Openlnsight toolset. It should also be noted
that by setting a user to have a 'User’ Access Level, they will not have access to the development tools. When
they go to open the application, they will be presented with the application entry screen, so it looks just as if

they are running the application.

It therefore follows, that if your application does not allow access to the development tool or TCL, the users
should be prevented from easy access to the development tools within Openlnsight. It also goes without

saying, that a suitable Application Entry point should be defined within the Application Manager.

Databaze User Management

User Management
Ise this screen for creating or modifying user settings.

User List New User

Username and Access Level are
MEDIALIBRARY [ MarTYN J required in order to Add a User,

PATRICK

Change Password

New Password

Mo Password [l

Security
(@ User must change Password at next Logon
@ Password Mever Expires 16 DEC 2008

(" Password Expires On the following date

-

Figure 1 - The user access levels are circled in red.
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Stop Sharing the Development Tools between Applications

User access to the development tools can also be restricted by simply not sharing the development tools
between applications. For example, the Table Builder screens (TB_MAIN, TB_CHILD, etc.) are written using the
SYSPROG application, but they can be used by all other applications. This is made possible because of a

setting in the Repository that indicates that a particular entity can be shared with other applications.

By simply turning the ‘Sharable’ attribute on or off from the SYSPROG application (violating the warning

made earlier in this document), a development tool can be excluded from an entire application.

For example, the entity name for the Table Builder is an Openlnsight Form Executable named TB_MAIN. The
following steps would be undertaken to stop sharing that entity with any other application. Openlnsight
version 9.0 features a brand new IDE and it is that IDE that I shall use for this example. The old IDE is also

available and it can be used in exactly the same way.

Firstly, we run up Openlnsight, log into the SYSPROG application and locate the Openlnsight Executables in

the Repository outline view, as shown in Figure 2.

(@ Openinsight 9.0 - SYSPROG
File Entity Application Tools Tools View Development Window Help

I 20 TSRS TIE TN RN I I e R VI VIR I VI I ]
o2l aL] 4|

[} Lotus Notes
.+ Database Components
.4 Documents
& Multi-Media Components
& Tools
[} Openlnsight
4 Database Components
_+ Miscellaneous
@ OpenInsight Executables
.4 Reports
L Scripts
. User Interface Components
[3 General
&+ Database Components
.+ Documents
.+ Miscellaneous
.+ Multi-Media Components
_+ Windows Components

Openlnsight Help

Guide to Application Development
Programmer's Reference Manual
Native Tables

WebOIL

WORKS Subscribers
Revelation, com

Figure 2 - The new IDE in OpenlInsight version 9.0

We need to drill down through the hierarchical list to view the OpenlInsight Form Executables node and then
scroll down through the list of all the Openlnsight windows until the TB_MAIN entity is visible in the
repository outline. We then select TB_MAIN from the list. It should be highlighted as shown in figure 3

overleaf.
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& TABLE BUILDER WIZARD
& TB_ATTRIBUTES

& TB_CALC_COLUMN

& TB_CALC_COLUMN_ERROR

& TB_CALC_COLUMN_ERRORS

& TB_CHILD

& TB_CHILD_NEW

& TB_CHILD_U2

& TB_CREATE_INSERT

& TB_DATA_COLUMN

& TB_FORMULA_WIZARD

& TB_NEW _TABLE

& TB_OPEN

& TB_OPENNEW

& TB_PRINT [

& TB_UPDATE _TABLE_DESCRIFTIOI

Openlnsight Help

Guide to Application Development
Programmer's Reference Manual
Native Tables

WebO1

WORKS Subscribers
Revelation.com

Figure 3 - The TB_MAIN form executable entity is selected in the Repository Outline View.

Once the entity has been selected (highlighted), its properties can be accessed from the Entity menu, see

figure 4. It can also be accessed by selecting the TB_MAIN entity and then pressing key combination Alt-F1.

& Openinsight 9.0 - 5Y5i =HECL X
Application Tools  Tools  View Develop Window Help

New o RN E Y

Open..

Clese

Compile...
Save
Delete...

Copy...

Execute
History...

Last Medified...

Properties...
& TB_OPEN
& TB_OPENNEW
& TB_PRINT
& TB_UPDATE_TABLE_DESCRIPTICH

OpenlInsight Help

Guide to Application Development
Programmer's Reference Manual
MNative Tables

Figure 4 - Selecting the Properties window for the TB_MAIN entity
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File Entity Application Tools Tools View Development Window Help
I I 201 s JEJETIE IO I el Y VI R B VI ]
Ll 2| sl ]|

Entity Properties - SYSPRG'OIINEXE ==TB_MAIN

& TABLE_BROWSER R
 TABLE_BUILDER_WIZARD @ Entity Properties - SYSPROGOIWINEXE™TE_MAIN
& TB_ATTRIBUTES
& TB_CALC_COLUMN General | Access/Update Permission | Description | Document | Other |
& TB_CALC_COLUMN_ERROR
& TB_CALC_COLUMN_ERRORS EntityName ~ SYSPROG=OIWINEXE=*TB_MAIN
& TB_CHILD

& TB_CHILD_NEW
& TB_CHILD_U2 Inherited From  SYSPROG
& TB_CREATE_INSERT Information

& TB_DATA_COLUMN

& TB_FORMULA_WIZARD
# TB_MAIN Title TB_MAIN
& TB_NEW_TABLE SubKey

& TB_OPEN
& TB_OPENNEW o Attribute Last Update By

& TEPRINT State 1 User SYSPROG
& TB_UPDATE_TABLE_DESCRIFTION

& TB_WIZ_XLATE shareable Check-out Date Time  02/09/2004 12:004M

A — p
) FPObEEE [ Recompile

Openlnsight Help Evaluate Transparent
Guide to Application Development
Programmer's Reference Manual
Native Tables

WebOlI

WORKS Subscribers
Revelation.com

Borrowed From

Author SYSPROG

Figure 5 - The Properties screen for the TB_MAIN Form Executable Entity.

The Properties screen contains a lot of information, which is more neatly accessed in version 9.0 through the
tab control. Clicking the help button will provide full information regarding the capabilities of this screen.

However, we are only interested in the Shareable checkbox (highlighted) for the purposes of this solution.

Checked by default, leaving this checkbox checked allows all new applications to make use of this form. This

is possible as all applications inherit sharable entities from the main SYSPROG application.

Clearing the Shareable checkbox renders the entity unavailable to applications inherited from SYSPROG and
therefore the entity can only then be accessed from and by the SYSPROG application. As shown in figure 6,
we are presented with an error when we then try to access the TB_MAIN entity from another application. Of

course, full access will be granted to any user trying to access the entity from within the SYSPROG application.

= System Monitor

exec TB_MAIM

exec TB_MAIN

Entity MEDIALIBRARY=0DIWINEXE==TB_HAIN does not exist.

Figure 6 — An error is received when trying to launch a non-sharable entity from another application.
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Using the Repository to Limit User Access

The methods of restricting user access to development tools and other entities discussed this far are a little
extreme and very inflexible. For instance, in the last example, even the application author would not have

access to the TB_MAIN entity, or any tool marked as non-shareable.

In the real world, developers will more often than not wish to give their users access to some development
tools and hide others. This is the topic of this section in which we will explore the method of limiting Access

and Update privileges on a user level.

IMPORTANT - If you are working through this document following and checking the options in
! Openlnsight, please make sure that you do not have any instance of Openlnsight logged into the

SYSPROG application. It is strongly recommended that you use a test application for this purpose.

Open up the application in which you need to limit user access to the development tools, and or other
entities. I have used an application simply called TEST for the writing of this document. Then navigate
through the Repository Outline to select the entity that you wish to limit access to (TB_MAIN in this example)

as detailed above and open up that entities Properties screen.

Instead of un-checking the Shareable entity (make sure that it is checked), click on the 'Access/Update

Permission’ tab to view the permissions tab, as shown in figure 7 below.

» Openinsight 9.0 - TEST [ )

File Entity Application Tools Tools View Development Window Help
ST TSRS TIE TR RN el e Vi Vi el Y I
o284

Entity Properties —TESI"C\IWNEXE “TE_MN

& STARTREPORTER s e
& SYSCOPYARPS “© Entity Properties - TEST*OIWINEXE**TE_MAIN
& SYSTABLES_OPEN

& TABLE_BROWSER General || Access/Updats Permission || Description | Document | Other |
& TABLE_BUILDER_WIZARD
& TB_ATTRIBUTES G Database User Access Permission
& TB_CALC_COLUMN
& TB_CALC_COLUMN_ERROR ANDREW A $PUBLIC

BILL
& TB_CALC_COLUMN_ERRORS CARL

& TB_CHLLD MARTYN
& TB_CHILD_NEW TEST

& TB_CHLLD U2

& TB_CREATE_INSERT
& TB_DATA_COLUMN
& TB_FORMULA_WIZARD Update Permission

[# T5_main]

& TB_NEW TABLE E SPUBLIC

& TB_OPEN

& TB_OPENNEW
. ™= comT

Openlnsight Help
Guide to Application Development

Frogrammer's Reference Manual
Native Tables

WebOIL

WORKS Subscribers
Revelation,com

Figure 7 — The entity permission tab/screen
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To the left of the buttons Figure 7 shows a list of users that are defined for the current application. To the
right of the buttons are two boxes that show the users with Access Permission and Update Permission. In the
screen shot, $PUBLIC is defined for both, meaning that all registered users (Andrew, Bill, Carl, Martyn and Test)

have Access and Update permissions for the TB_MAIN entity that we are working with.

In this example we want to limit access to the TB_MAIN entity and only provide access to the entity by
MARTYN as a trusted power user on our system. To achieve this, we simply need to select the $PUBLIC entry
under the Access Permission and click the uppermost Remove button and then do the same to remove
$PUBLIC from the Update Permission box using the lower Remove button. The screen should now look

similar to that in figure 8

Openlnsight 9.0 - TEST (o o e ] |

File Entity Application Tools Tools View Development Window Help
T I N N e VI
ol 2| 8|4

& STARTREPORTER
& SYSCOPYAPPS
& SYSTABLES_OPEN
& TABLE_BROWSER
& TABLE_BUILDER_WIZARD
& TB_ATTRIBUTES - Database User
& TB_CALC_COLUMN
& TB_CALC_COLUMN_ERROR ANDREW
& TB_CALC_COLUMN_ERRORS pﬁqlklém
& TB_CHILD TEST
& TB_CHILD_NEW
& TB_CHILD U2
& TB_CREATE_INSERT
& TE_DATA_COLUMN
& TB_FORMULA_WIZARD
& TE_NEW _TABLE

& TB_OPEN

& TB_OPENNEW

. T8 oomT

Entity Properties - TEST*OIWINEXE**TE_MAIN
=

Update Permission

OpenInsight Help
Guide to Application Development

Programmer's Reference Manual
Native Tables

WebOlI

WORKS Subscribers
Revelation.com

Figure 8 - Showing the $PUBLIC entries removed from the Access and Update Permission boxes.

Confirm that the Access and Update Permission boxes are both now empty and then select MARTYN (or your
chosen user) from the list of available Database Users. Once highlighted, click the Add button to move

MARTYN to the Access Permissions box and do the same to move Martyn into the Update Permissions box.

Note that you need to add MARTN to BOTH boxes; otherwise the TB_MAIN entity will still be available and

updateable by other users.
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Figure 9 — Only user MARTYN has Update Permissions for the TB_MAIN entity.

As figure 9 shows, MARTYN is now the only user in the application who can use or update the TB_MAIN
screen. In fact, if we log into the TEST application as anyone other than MARTYN, we will not see the
TB_MAIN entity in the list of application entities displayed under the Repository view in the Application

Manager and as shown earlier in figure 3.

If a user tries to be smart and launches the System Monitor or TCL to get around the Application Manager,

they will be presented with an error message similar to that shown in figure 10.

exec th main|

EXEC TB_MAIN
REP119: User ANDREW does not have rights to perform operation 1 against entity SYSPROG=DIWINEXE==TB_HAIN.

[ F|

Figure 10 - Andrew is blocked from accessing the TB_MAIN entity that only Martyn has access to.

Please note that by setting the Access and update Permissions at the entity level in this way we have also set
the same within SYSPROG. The result is that only MARTYN is able to access and update TB_MAIN in ALL
applications inherited from SYSPROG in this copy of Openlnsight.
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It should also be noted that Openlnsight behaves differently for users within the system with different User
Access levels. As an example, with Martyn set as the only user with Access and Update Permissions on the

TB_MAIN entity, the following applies:

User Access Level' Repository? System Monitor | Menu | Button®
TEST System Author Not viewable Executable & Updateable
MARTYN*  System Administrator  Executable & Updateable Executable & Updateable
ANDREW  System Administrator ~ Not viewable No access
CARL Administrator Not viewable No access
BILL User Not viewable No access

! Access Level set in the Database Manager, User Management window.
2 Entity is viewable in the Application Manager's repository view.
* Entity can be executed from the System Monitor, a defined button and the application menus.

* Remember that Martyn is the named user with permissions to access and update TB_MAIN.

The biggest part of setting access permissions at the entity level is deciding which entities should be exposed
and which should not. In the case of our Table Builder (TB_MAIN) example, we have thus far limited access
only to the main Table Builder window. This might be enough, but I'd personally go further and limit access
to other entities such as TB_LNEW_TABLE. Leaving user access to this entity will enable users to open up the
create table window and go on to create and save new empty tables within the application — not something

that would normally be acceptable or desirable.

It should also be noted that following the methods in this document will not grey out menus or disable
buttons to identify that they are not available. This can be handled through training and there are audible
notifications of the utilities not being available. However, it might be worthwhile giving due consideration to

programmatically disabling the buttons and menu items for limited controls.

It goes without saying that you will be best advised to make these entity limitation settings in a copy of your

application which you are preparing for deployment, rather than in your main development system.
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In Conclusion
As this document shows, there are several ways to limit user’s access to Openlnsight system tools in an
Openlnsight 9.x Network User License. In truth, there are more ways than those defined in this document, but

these techniques make good use of the tools already provided within Openlnsight.

Your mileage will vary, and you can decide which users get access to which entities or tools without having to
go to the expense of writing and maintaining bespoke application code. As mentioned earlier, the hardest
part that you will encounter will probably be deciding which tools and entities should be limited and which

should be made available to your users.

If this is the hardest decision, then the team at Revelation have done their job and you will be able to

concentrate on your business, whilst Revelation make the system design and implementation as easy as it can

be.

As always, please ensure that you thoroughly test your ‘ready to deploy’ application before actually giving it
to anyone. In this context, this means checking it for user access levels and the ability for people to only get

to those components that you want those users to get to.

We trust that the new licensing model, introduced with version 9.0, will provide developers and users with
even more flexibility than before within their applications. In doing so, we hope that those applications will

continue to benefit their users for another decade or two.
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